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Accessing the Dashboard

Access the Dashboard
NotifyMDM dashboard requirements:

A Chrome, Edge, or Firefox
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A Adobe Flash Player 16.0.0 or greater
A Minimum screen resolution: 1024 x 768
A Desktop computer running Windows OS

In your Web browser, enter the server address of the NotifyMDM server followed by /dashboard

Example: https://company.mdm.server/dashboard
On-Demand users enter: https://ondemand.notifymdm.com/dashboard

Standard Login

Log in to the NotifyMDM dashboard using your administrative login credentials in one of the following formats:

A Locally authenticated logins enter: email address and password
A LDAP authenticated logins enter: domain\LDAP username and LDAP password

m@ NotifyMDM

Mobile Device Management

l Standard Login l OpeniD.

Username: [

i
Password: l ‘

Login

A system administrator can create additional logins to the dashboard with system administrator, organization
administrator, or support administrator privileges. See the System Administrator Logins and Organization
Administrator Logins sections in this guide for details.

OpenlD Login
Use your OpenlD credentials to log in.

1. Atthe NotifyMDM login screen, enter the Zone Name, an easy to remember name NotifyMDM uses
to redirect you to the OpenlD provider portal. If your provider requires it, enter your OpenlID Username
as well.

2. At the provider site, enter your OpenID credentials.

Note: If this is the first time you have logged in to NotifyMDM with an OpenlID or your OpenlD
information has changed, you will be prompted for a PIN code before entering the NotifyMDM
dashboard.

Zone Name and new PIN codes are emailed to you from the NotifyMDM server.
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(o Sandardiogn | SgeniD | Admin Setup Pin Code :

Zone Name: :] Enter Admin Setup Pin Code l:

OpeniD Identity | https://www.google.com/at

__Llogin
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Administrator Roles and Logins

System Administrator Roles

See also Organization Administrator Roles.

Predefined System Administrator Roles

There are six predefined roles built in to the NotifyMDM system. The permissions for these roles cannot be
altered. You can view the set permissions for these roles via the Role Permissions option in the System
Management view: System Administrative Roles or Organization Administration Roles. Three of the
predefined roles are used for organization administrator logins. (See Predefined Organization Administrator
Roles.) The three predefined system administrator roles are defined below.

The three predefined system administrator roles are:

A Full System Admin i There are no limitations with this type of login credential. Gives full
administrative permissions in every organization created on the NotifyMDM server. An administrator
with this type of login can add organizations and switch organizations without logging off the
NotifyMDM server. They can also apply NotifyMDM server updates via the NotifyMDM Update
Manager application and configure the Database Task Scheduler.

A Support System Admin i Gives limited administrative access or read only access in every
organization created on the NotifyMDM server. System Administrators can switch organizations
without logging out of the NotifyMDM server. Although they cannot apply NotifyMDM server software
updates, they can access the Update Management page in the dashboard where they can check for
and download NotifyMDM patches in preparation for the application of the update.

A Restricted System Admin i Restricted from viewing private data such as Location, MMS/SMS Log,
Phone Log, and File Archive. Has read only permissions for all other views. Restricted administrators
can switch organizations without logging off the NotifyMDM server.

System administrator credentials give access to all organizations on the NotifyMDM server. System
administrators can switch organizations without logging off the NotifyMDM server. Credentials can be
authenticated via an LDAP server and can be assigned Full Admin, Support Admin (read only), or Restricted
Admin (limited read only) permissions.

System administrators also have access to the Update Management information on the dashboard. System
administrator credentials with Full Admin permissions are required to use the Update Manager application.

The administrative login created during the process of installing the NotifyMDM server application is a system
administrator login with the predefined Full Admin permissions.

See the table below for details on the various system administrator roles or view the permissions via the
Role Permissions option in the System Management view.

Who Should Have System Administrator Logins. A system administrator login is required for anyone who
needs access to all organizations on the NotifyMDM server. Some examples are:
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Administrators of hosted or on-demand systems would require a System Administrator login.
Administrators of an on-premise system where users have been grouped into separate organizations.

A Administrators who will apply NotifyMDM server software updates require a full system administration

login.

A Administrators who will configure database cleanup tasks.

Dashboard View

Activity Monitor and Alerts

Smart Devices and Users

Organization Management
User and Device Reporting

System Management

SYSTEM ADMINISTRATOR ROLES

Support System Admin

Read-only access; Cannot disable or
snooze alerts

Acan add or remove users and
perform all the functions in the right
Details panel, except Show
Recovery Password

AcCan email an individual user, but
cannot use Group Emailing

A Can perform most functions in the
left panel of User Profile

AView the grids in the Audit Data
and Search Text Message Log
options (User Profile), but cannot
view the body or attachments of a
text message

ACan choose the Visible Columns
for the Smart Devices and Users
list

Read-only access

Full access (view and export)

A Read-only access

A Can switch between organizations
without logging out of the
NotifyMDM server

A Can view the Update
Management page; Can check for
and download server software
updates. Cannot apply updates,
since Support Admins do not have
access to the Update
Manager

Restricted System Admin

Read-only access; Cannot disable or
shooze alerts

A Restricted from adding or removing

users and from all functions in the
right Details panel

A Restricted from sending an email to

an individual user or a group

A Restricted from the Location Data,

Audit Data, Search Phone Log,
Search Text Message Log, and
File Archive options in the left
panel of User Profile

ARead-only access to options in the

left panel of User Profile

ACan choose the Visible Columns

for the Smart Devices and Users
list

Read-only access

Full access (view and export)

ARead-only access
A Can switch between organizations

without logging out of the
NotifyMDM server

A Can view the Update

Management page; Can check for
and download server software
updates. Cannot apply updates,
since Restricted Admins do not
have access to the Update
Manager

NotifyMDM Version 3.x

Administrator Roles and Logins O 6



Customized System Administrator Roles

Administrators can create customized system administrator roles to tailor the permissions associated with
NotifyMDM dashboard login credentials. Once a custom role has been created, it appears as a choice in the
drop-down list of the Add Administrator wizar d Rade field. See System Administrator Logins.

Administrators who are logged in when changes are made to role permissions must log out and log in again
for permission changes to take effect.

Select System Management > System Administration > System Administrative Roles > Role
Permissions > Add Role

/ Create New System Administrative Role Wizard X

Welcome to the System Administrative Role Creation Wizard!

To begin creating a new role you must first choose one of the methods
below. Using the sliders to create a role saves time, but is not
immediately customizable. Using the full creation process takes more
time, but each role can be customized.

All the system administrative roles can be edited anytime after creation.

—————— YES ) (G NO )
Create Copy Existing
Administrative Role Administrative
Using Sliders Role
1. Choose a method for creating a System Administrative Role:0Us e t he sl iders to dete

initial settings. The new role copies the settings of the predefined System Full Admin, Support Admin,
or Restricted Admin.
O Copy the settings of an existing role
Specify the role permissions to copy.
Enter a Role Name and Description.
Click Finish to save the new role.
Find and select the role in the System Administrative Roles grid.

o o M w N

Set the permissions associated with dashboard access. See Appendix A: Role Permissions for a
comprehensive list.
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OpenlD Configuration for System Administrators

OpenlID is an open standard that allows administrators to log in and authenticate using an outside source.
Configuring the system includes defining the OpenlID provider settings and enabling or disabling the OpenID
option for each administrator. See also OpenlD Configuration for Organization Administrators. Define the
OpenlD Provider settings

1.

For System Administrators, define a provider by selecting System Management > System
Administration > OpenlID Provider from the dashboard.

At the Zone Name field, enter a friendly name for the Provider URL. Administrators use this at login
to access the provider. If you are defining a provider for both system and organization administrators,
this name must be unique.

The Zone Name is emailed to the administrator along with a PIN code they will use the first time they
log in with OpenlID credentials.

At the OpenID Provider URL field, enter the URL of the OpenlID provider. If user name is part of the
URL, insert the following in the URL where it is required: {username}

MyOpenID is an example of a provider that includes user name in its URL:
https://{username}myopenid.com

At the OpenID Return URL field, enter the URL of the server to which the user is returned after
successful provider validation. The default is the current NotifyMDM server URL.

The OpenlD Pin reset button will reset all administrator pins and issue emails to administrators with
the new 4 character pin.

The first time administrators log in to NotifyMDM with an OpenlID they are prompted for a PIN code
before entering the NotifyMDM dashboard. If any of the provider settings are updated or you reset
pins with this button, new PIN codes are generated and emailed to administrators from the
NotifyMDM server.

OpenlD Provider >
OpenlD Provider

Enabled: ™

Zone Name: [:

OpeniD Provider URL: :‘

OpenlD Return URL: hnps:;‘,“ssIS.notifyIi] @]
OpeniD Pin: [__Reset All Pins__|

OpenlD Provider Description

Notes for OpenlD Provider

Save Description and Notes I

Enable the OpenID option for each administrator you will allow to log in with OpenID credentials. See also
System Administrator Logins.
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Administrator Roles and Logins

System Administrator Logins

See also Organization Administrator Logins.

Creating System Administrator Logins

A System Administrator with full admin privileges is created during the initial installation of NotifyMDM. It is a
local system administrator login in that it authenticates directly against the NotifyMDM server with the unique
password you created during the installation.

Additional system administrator logins with assigned roles can be created through the dashboard. For
information on roles see System Administrator Roles.

Login Passwords: Administrators can change their login passwords from an option located in the dashboard
header.

5 - Al - (0
tmdm NotifyMDM ey & ' £ é el
\ Mobile Device Management. Hello, admin@notifycorp.com

nd Users Management Reporting Management Logout | Help | Change Password | Switch Org

>~ Change Password x

New Password: I | I

Confirm New Password: l I

QK

Best Practices: Always maintain at least one local system administrator that authenticates directly against
the NotifyMDM server and that does not use LDAP or OpenlD authentication. This will provide access to the
dashboard that is not subject to the availability of external authorities.

To create a System Administrator Login, select System Management > System Administration > System
Administrators > Add System Administrator.

Choose how the administrator should be authenticated: Manual (local), LDAP, OpenID. The Add System
Administrator wizard steps you through creating login credentials for system administrators.

A Add a Manually (locally) Authenticated Administrator Login
A Add an LDAP Authenticated Administrator Login
A Add an OpenID Authenticated Administrator Login

Enter the administrator details, then choose the account settings.
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Administrator Roles and Logins

Add a Manually (locally) Authenticated System Administrator Login

Add a system administrator login that authenticates directly against the NotifyMDM server with a unique
password.

1. Use the admini st/ AddsystemAdministrator x
address for the Administrator
Logln Welcome

2_ Enter a D|sp|ay Name Administrator Details Administrator Login: ﬂ:

E n t er t h e a (Eriﬁ‘ﬁ” n Azcollut Setsigs Display Name: :e:
Address E-mail Address: ,

4. Create and confirm a Password: w[rer ]
Password for the Confrmpasswordi ¢[= |
administrator |Ogin_ Prompt For Password Change At First Login:  [¥]

5. Mark the checkbox to prompt
the administrator for a
Password Change at his/her
first login.

6. Click Next.

/7 Add System Administrator X

Welcome

Role:

Administrator Details

Default View:
Account Settings System Timeout (minutes): s =
Enabled: # [¥]

7. Enter the Account Settings.
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Add an LDAP Authenticated System Administrator Login

Adda system administrator | ogin that authenticates usi ni
1. Select an LDAP server and |/ addsystem Administrator x
browse the LDAP folders/groups e
erver:
.
to select the administrator, or Welcome e
manua”y enter the LDAP User oo Browse FoldersiGroups for MZ2
administratords ‘ e Users LDAP Users List
name |n the LDAP AccountSettiogs Username Email Address
Administrator Login field.
2. Click Next.
Manual Entry
ILDAP‘ imini: Login: |
3. Enter a Display Name and the |/ addsystem Administrator x
Email Address for the
administrator. Welcome Settings to be applied to the new administrator.
4. Enter the remalnder Of the IDAPU L . LDAP Administrator Login: jdoe@company.com
Account Settings v .
’ Account Setti?gs E-mail Address: »e:
Role: »[Fulladmin -]
Default View:
System Timeout (minutes): % |20 E
Enabled: = [¥]
Add an OpenID Authenticated System Administrator Login
Add a system administrator |l ogin that authenticates usi
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1. Enter the Display Name for thiS ;.. s cem Administrator ,

login.
.. . Wel
2. Enter the adBmiihi " ,
Address . OpenlD Details DEsplay e *
E-mail Address: v
i Account Settings
3. Click Next. g

/ Add System Administrator X
Welcome
OpenlD Details
Defotview:
AccountSctiiges System Timeout (minutes): % |20 E
Enabled: =[]

4. Enter the Account Settings.

System Administrators Account Settings

A Rolei Assign a permissions level to the login. Choose from:
0 Predefined Full Admin i Full administrative permissions o Predefined Support Admin i
Read-only permissions with limited editing capabilities o Predefined Restricted Admin i
Read-only permissions with private data restrictions; cannot view Location Data, Audit Data,
MMS/SMS or Phone Logs, and File Archive
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0 Any custom System Administrator role created for the system

Default View i Select the default view at login

System Timeout i Select an inactivity timeout in minutes for this login

Active Status i Mark the checkbox to enable this administrative login

Password 1 Assign a password if you are creating a login that does not use LDAP authentication.

o Do I» Do
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Managing System Administrator Logins
You must be logged into the NotifyMDM server with system administrator (Full Admin) credentials in order to

edit or remove a System Administrator.
Best Practices: Always maintain at least one System Administrator that authenticates directly against the
NotifyMDM server and that does not use LDAP or OpenlID authentication.

Managing Individual Administrator Logins
1. Select System Management > System Administration > System Administrators

2. Select an administrator from the list. Edit the settings and click Save Changes. You can
also remove the administrator by clicking Remove Administrator.

Settings > System Administration > System Administrators

System Administrators

J System Administrators Administrator Groups

Display Name Administrator Username OpenlD Identity Contact E-Mail Address

admin@dc03.notify.net admin@dc03.notify.net admin@dc03.notify.net

John Doe jdoe@company.com jdoe@company.com

<« I >

User Name: #|jdoe@company.com
DisplayName: #[John Doe |
;

#|jdoe@company.com)
Change Password

LDAP: s | None |

E-mail Address:

Password:

[

Role: #

Default View: # [ Activity Monitor and Alerts |~

System Timeout (minutes): s

Enabled:
CreatedBy: admin@dc03.notify.net

Date Created: 10/02/2013 2:30 PM (-04:00 GMT)
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Importing System Administrator LDAP Groups

Importing system administrator LDAP groups into the NotifyMDM server eliminates the need to create
administrator logins. Any member of the imported LDAP group can log in to the NotifyMDM dashboard as long
as their LDAP credentials are successfully authenticated. At the first successful login, an account on the
NotifyMDM server is created for the administrator using the provisioning settings associated with the group.

1. Select System Management > System Administration > System Administrators. Click the

Administrator Groups tab.

2. Toimport an LDAP administrator group, select an LDAP server from the dropdown list. Click the
Import LDAP Group button to select an administrator group to import.

Administrators should familiarize themselves with the LDAP server structure and verify that groups
they choose for use with the NotifyMDM server contain the following necessary attributes: User
Identification Attribute, Group Membership Attribute, Group Object Class, and User Object Class.
Groups without these attributes should not be used.

System Administrators

System Administrators

Administrator Groups

LDAP Server: [MZ2 I~
Priority | Imported LDAP Groups Role Default View System Timeout
1 Enterprise Admins Full Admin Activity Monitor | 20 =
V'S
Priorit
v
W

3. Select a group to import and click Finish.

[ Import/Prioritize Groups x

Groups on LDAP Server
EX 07

Search

|

Group Name

HelpServicesGroup |4
TelnetClients —
IIS_WPG

WINS Users

DHCP Users

DHCP Administrators vl

NotifyMDM Version 3.x
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4. To choose provisioning settings for members of this group, select an Administrator Group from the grid
and configure these settings for the group.

A Enforced Role

A Default View

A System Timeout

A Is Alert Recipient (administrators receive NotifyMDM SMS/email alerts)
A Carrier (required if administrators are an alert recipients)

Settings > System Administration > System Administrators

System Administrators

’ System Administrators ‘ Administrator Groups ‘
LDAP Server: | MZ2 M
Priority | Imported LDAP Groups Role Default View System Timeout
1 Enterprise Admins Full Admin Activity Monitor | 20 =
“a
Priorit
4
. o
Import LDAP Group | I Remove LDAP Group ]
Group Name: Enterprise Admins Default View: *' Activity Monitor [~
LRARcepeTames a2 System Timeout (minutes): s
Enforced Role: = | Full Admin B
AddedBy: admin@dc03.notify.net
Date Added: 01/14/2013 11:55 AM (-05:00 GMT)

5. If there are administrators that belong to multiple groups, use the arrows to the right of the group grid
to prioritize the groups.

The group with the highest priority wil!/ determi ne
or she is added at the first successful login.

Administrator Roles and Logins
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Organization Administrator Roles and Logins

Who should have an organization administrator role and login. Organization Administrator Roles and
Logins are ideal for those responsible for configuring and maintaining a single organization on a hosted
server or on a system with groups of users that have been divided into separate organizations.

See full documentation on this topic at: Organization Configuration and Management: Organization
Administrator Roles and Logins

Roles

Like System Administrator roles, there are three predefined Organization Administrator roles: Full Admin,
Support Admin, and Restricted Admin. The permissions for these roles cannot be altered.

In addition, administrators can create customized organization administrator roles to tailor the permissions
associated with NotifyMDM dashboard login credentials. You can set permissions for these roles via the Role
Permissions option under the System Management view: Select Organization Administration Roles > Role
Permissions

OpenlD Authentication

OpenlD is an open standard that allows organization administrators to log in and authenticate using an
outside source. Configuring the system includes defining the OpenID provider settings and enabling or
disabling the OpenlD option for each administrator.

Best Practices: Maintain at least one local organization administrator that authenticates directly against the
NotifyMDM server and that does not use LDAP or OpenlID authentication. This will provide access to the
dashboard that is not subject to the availability of external authorities.

Logins

An organization administrator login gives access to only one organization. It can authenticate against the
NotifyMDM server, an LDAP server, or an OpenlD provider.
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Administrator Roles and Logins

System Administration

This section of the guide documents topics related to system level management of the NotifyMDM server. The
dashboard areas where system tasks are performed require system administrator login credentials. System
Administration can include the management of multiple organizations. In addition to all the organization
administration permissions documented in this guide, a system administrator with full admin status has the
following system level permissions:

A View all organizations on the NotifyMDM server

Add, edit or remove organizations

Switch organizations without logging out and back in to another organization
Create administrative roles and administrative logins

Send group email to one or all organizations; administrators, and users
Access System Settings

View server and device logs

Set database cleanup tasks

Apply a plug-in

A Check for and download NotifyMDM server software updates

System management tasks ar e pSgsteimdMamagethent view.mhistvieveisodla s hb o ar
accessible with a system administrator login. The login you create when installing the NotifyMDM server
software is a system administrator login.

To Do Jo Do Do o Do Do
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Managing Multiple Organizations

Multi-Tenant NotifyMDM Systems

A single instance of the NotifyMDM server application supports a multi-tenant architecture, allowing an
enterprise to manage one or multiple organizations.

Multiple organizations systems are desirable in several environments:

A On-demand or hosted systems, where the administrator is a partner-reseller of the NotifyMDM
product.

A On-premise systems that have categorized various divisions of a company by creating multiple
organizations. For example: Production/Sales/Management departments may each be an
for gani zat i o nNotifyMDM derliee or SeattteéChicago/Boston divisions may each be a
separate Aorganization. 0

Switching Organizations

When you are logged in to the NotifyMDM system with a system administrator login, you initially choose the
organization you want to view. You also have access to all other organizations existing on the server through
the System Administration menu. Switching from one organization to another is accomplished by using the
Switch Organizations option.

In the right corner of the dashboard header, click Switch Org

‘ ps Alerts - (0)
i i Davice Svitam _Hello. admln@dco.”ktlfylne(
Reporting Management Logout | Help | Change Password | Switch Org

The Switch Organizations option can also be accessed from the System Management view. Select System
Administration > Organizations, then click Switch Organizations in the gray option bar.

ettings > System Administration > Organizations

Organizations

strators

Organization Name License Key Contact Pers
MDM CAS 3RXRBR3H cschuster
inistrative Roles ABC Co. 3RXRBR3H John Doe

ition
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The Organization List

The organization list gives you access to the configured settings of each organization on the server. Select an
organization from the list to view or edit the configured settings for the organization.

A

A

Organization

System Management

Organization name and contact information

Welcome letter enablement i Emails a
welcome letter when users are added

EULA enablement - When enabled, users
must accept an End User License
Agreement to complete NotifyMDM app
enrollment

Maximum Number of Devices Per User i
limits the number of devices users can
enroll

SMTP server name
Signing Certificate Upload button

'® Remove Organization| | = Switch Organizations| | Il Save Changes

Settings > System Administration > Organizations

Organizations

Organization Administrators

(description)

A Hands-Off enrollment configuration

o] Policy Enforcement Type o
Policy Schedule o]
Policy Suite(s) o]
Device Connection

Schedule o (Administrative)

LDAP Server o Liability o]

Local Groups

License Organization Name License Key Contact Person CP Primary Email CP Primary Phone| CP Primary Phq
About NotifyMDM Development 3RXRBR3H Chris Teski cteski@notifycorp.com 3305071804
» [_] Organization Administrative Roles
¥ ) System Administration
Organizations
Organization Licensing
Database Task Scheduler
OpenlD Provider
Plug-Ins
System Administrators
» (] System Administrative Roles Organization Name:
System Group E-mailing Contact Person: %
System Settings Contact Person's E-mail Address: #
e . Updatcsasnagement Contact Person's Secondary E-mail: :]
» (] View Logs
Contact Person’s Phone Number: ‘é:|3305071804 ‘ Ext: [ ‘
Contact Person’s Secondary Phone: l:l Ext:
License Key:  3RXRBR3H
Seats Available: 2055
Send Welcome Letter to Users:  [¥]
Display EULA:  []
Note: If this setting is enabled, the user must accept an End User License

Agreement

complete enroliment

of the NotifyMDM device app

Signing Certificate Upload: Organization Level

The signing certificate is a security measure that authenticates the server and allows iOS devices to

recognize it as a trusted source. The signing certificate Upload button allows you to add a signing certificate
for the organization. This must be a CA signed certificate, because self-signed certificates are currently not
supported.

NotifyMDM Version 3.x
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The SSL certificate being used on the server can also be used as the signing certificate. Export the SSL
certificate to a file, checking the box that ensures that the private key gets exported with the certificate. Then
upload it to the NotifyMDM server.

A signing certificate designated here for the organization overrides the system-wide signing certificate defined
in System Settings.

See also, Signing Certificate Upload: Server Level.

1. Select System Management > System Administration > Organizations
2. Select an organization from the list and click the Upload button next to the Signing Certificate field.

Add Signing Certificate X

Certificate File: | Browse...

Password: l

3. Click the Browse button, then navigate to and select the file containing the certificate.
Enter the Password associated with the certificate and click Upload.
Click Save Changes on the option bar.
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Managing Organization Licensing

NotifyMDM automatically checks the validity of licenses once every 24 hours. The Validate License option
allows you to initiate a license validation if necessary. Validating the license requires full admin login
credentials. You may need to initiate a license validation in the following situations:

A You have added more seats to your license and you need them to be available sooner than when the
daily validity check occurs.

A The license had previously been deactivated for some reason and you must synchronize the
reactivation.

T

The license did not validate because of a connectivity issue and the issue has been resolved.

A Addition or removal of users in an organization does not update the displayed number of available
seats until license validity is checked. Use the Validate License option to update this number.

To access the License page, select System Management > License.
The License Key, Seats Available, and the Validate License button display.

Click the Validate License button to initiate a license validation.

SysteuiManagem‘ent Settings > System Administration

Organization

License
Organization Administrators

License .
License Key: 3RXRBR3H

About NotifyMDM
] A - Seats Available: 2055
» ] Organization Administrative Roles

¥ (9 System Administration Total MDM Seats: 5000

Organizations Validate: Validate License

Licenses for Multiple Organizations

If there are multiple organizations on the NotifyMDM server, System Administrators can view a list of
organizations and the associated licenses. Any one of the licenses can be validated from this page, as long
as the administrator has full system admin login credentials.

1. To access the Organization Licensing page, select System Management > System Administration
> Organization Licensing.

2. The grid displays each organization on the server, its License Key, Status, Available Seats, and Total
Seats.

3. To validate a license, select it on the grid and click the Validate License button.
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System Management Settings > System Administration > Organization Licensing

Organization & o 2 -
Organization Licensing
Organization Administrators

License Organization Name License Key Status Available Seats | Total Seats

About NotifyMDM Development 3RXRBR3H Valid 2055 5000

» (] Organization Administrative Roles
¥ [ System Administration
Organizations
Organization Licensing

Database Task Scheduler

OpenlD Provider

Plug-Ins
Validate License

System Administrators

Database Task Scheduler

For full documentation on the Database Task Scheduler, see the Database Table Maintenance guide.

When devices make a connection to the NotifyMDM Server, information regarding those connections is logged
in the database and stored for potential troubleshooting purposes.

The amount of information that is logged is depends on several factors such as the number of users on the
NotifyMDM Server, the type of traffic being sent back and forth, the amount of logging taking place, and the
frequency of device connection intervals. Over time, this information can build up in the database and will
grow excessively.

Administrators with full admin login credentials can use the Database Task Scheduler to set clean-up jobs to
run at regular intervals in order to clear excess data and maintain optimal database performance.

To access the Database Task Manager, select System Management > System Administration > Database
Task Scheduler.
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Plug-Ins

The NotifyMDM Plug-Ins feature allows administrators to plug a SWF file into the NotifyMDM dashboard. This
lets you add a way to interface with another console from the NotifyMDM dashboard.

From the System Management page of dashboard, administrators can define the location of any SWF they
have created.

To further customize the NotifyMDM server pages, administrators can insert custom logos and icons via the
System Settings that appear on the NotifyMDM login page and in NotifyMDM6 s das hboard navigat

To access Plug-Ins, select System Management > System Administration > Plug-Ins. You must be a system
administrator with full admin login credentials.

e (W: 32px, H: 32px)
»> - =
NotifyMDM [ =] ' ; 1 B Alerts - (0)
C Mobile De)w’lke Management. » * 4’ '

Activity Monitor smart Devices organization user and Device system performance Hello, Admin
and Alerts and Users Management Reporting Management oo-i

# 7 Add Plug-in| [ ® Remove This Plug-in | [ I Save Changes

System Management

g-in Logout | Help

Settings > System Administration > Plug-Ins

Organization

Plug-Ins
Organization Administrators
License Display Name Description /{WF File / Icon File
= E 7 ; z
About NotifyMDM e Plug-in memory p Wil icon.png

» (] Organization Administrative Roles
¥ [ System Administration
Organizations

Organization Licensing

Database Task Scheduler
OpenlD Provider
Plug-Ins

System Administrators

A SWF file can be added as a plug-in Ad will appear in the maln%igation menu above.

Display Name: ﬁc]}/erformance Plug-in 7

» (1] System Administrative Roles

Descriptiol *|Moni(ors memory performan(e|

ili iler s fMonitor. Browse.
System Group E-mailing SWEFile: »‘Per Monitor.swf ‘—,
System Settings Icon File: xlicon.png Browse...
» (1] Update Management URLs are also accepted for SWFand icon files

» (] View Logs Cross Domain Policy File: | Dewnload Example
If using URLs, an XML cross domain policy file
miist be placed in the root of the hosting server

Active: [

Only one plugin can be active at a time

Sample NotiyMDMdashboard with SWF plugged in
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Add a Plug-In

1.
2.

Click Add Plug-In in the option bar.
Enter a Display Name and Description. The name you enter appears in the NotifyMDM dashboard

navigation menu underthe plug-i nés i con.

Inthe SWF File field, enter a URL for a remote storage location or store the SWF file on the NotifyMDM
server and enter the file name.

A file stored locally should be in /NotifyMDM Server/web/dashboard/plugins/swfs/

In the Icon File field, enter a URL for a remote storage location or store the icon file on the NotifyMDM
server and enter the file name. This icon will appear in the NotifyMDM dashboard navigation menu.
Clicking on this icon in the NotifyMDM menu will open the Plug-In display area.

A Afile stored locally should be in /NotifyMDM Server/web/dashboard/plugins/icons/
A Acceptable file formats are .png, .jpg, or .gif
A Image size: W:32px, H:32px
If you are using URLSs, place an XML Cross Domain Policy File in the root of the hosting server.

So that Adobe Flash does not prevent NotifyMDM from accessing data on the remote locations you
have designated, the cross policy file must define exceptions. Click Download Example to download
a template that assists you in creating an XML file with the appropriate content.

Mark the plug-in as Active in order for it to take effect.

Custom Server Logo 5
(W:223px, H:58px)
Activity Monitor
and Alerts

mm Peak Memory: 3680 K — Current Memory: 3680 K

20480 K

Plug-in
Display Area

Memory

0 Time (seconds) 100

Sample of the plug -in display area

System Group Emailing
System Group E-mailing gives the administrator the ability to send a system-wide email to one or multiple

organizations and can include administrators, users or both. The sender can also elect to copy the
organization contacts.
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To send a group email, select System Management > System Group E-mailing

System Management Settings > System Administration > System Group E-mailing

Organization i
System Group E-mailing

Organization Administrators

System group e-mailing allows you to easily contact large groups of organization administrators,

License ARG :
users and organization contacts, All fields are required.
About NotifyMDM
» (] Organization Administrative Roles Select Organizations: #|Development

¥ [ System Administration

Organizations

Organization Licensing

Database Task Scheduler -
Recipients: #
OpenlD Provider All

Include Organization Contacts: Adiinistratore
Plug-Ins |

focts w |Users
System Administrators Subject: % 77" |

» ] System Administrative Roles

Message: # | This Sunday, October 14th, the server will undergo routine
System Group E-mailing maintenance between the hours of 1 and 1 a.m.

System Settings

» [_] Update Management

» (] View Logs

System Settings

Server Address

The external address of the NotifyMDM server can be defined from the System Settings page. The local server
address is automatically added to this field when APNSs is enabled.

When NotifyMDM is integrated with Cisco Identity Services Engine (ISE), the Server Address field also
provides the URL to which ISE will redirect an unregistered user.

System Settings

Server Address: |ss|54notifylink.com I

Dashboard Logo File: I I Browse...
Login Logo File: | I Browse...

URLs are also accepted for logo files

Signing Certificate:

None
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Custom Dashboard and Login Logos

To customize the NotifyMDM server pages, administrators can insert custom logos and icons that appear in
NotifyMDM6 s d a s havigation ighenu and on the NotifyMDM login page.

To insert logos, select System Management > System Administration > System Settings. You must be a
system administrator with full admin login credentials.

At the Dashboard Logo File field, enter a URL for a remote storage location or store the file on the
NotifyMDM server and browse to select the file name. This logo appears in the upper left corner of the
NotifyMDM dashboard, next to the navigation menu.

A A file stored locally should be in /NotifyMDM Server/web/dashboard/plugins/logos/ 0O
Acceptable file formats are .png, .jpg, or .gif
g Image size: W:223px, H:58px

System Administration

At the Login Logo File field, enter a URL for a remote storage location or store the file on the NotiyMDM
server and enter the file name. This logo appears on the NotifyMDM login page.

A Afile stored locally should be in /NotifyMDM Server/web/dashboard/logos/icons/
A Acceptable file formats are .png, .jpg, or .gif
A Image size: W:288px, H:83px
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